Abstract. We propose modification of Markovsky crypto-algorithm [2, 3, 4] on n-ary groupoids [1] that are invertible on at least one place.
Definition 1. n-Ary groupoid pQ, f q is called invertible on the i-th place, i P 1, n, if the equation f pa 1 , . . . , a i´1 , x i , a i`1 , . . . , a n q " a n`1 has unique solution for any elements: a 1 , . . . , a i´1 , a i`1 , . . . , a n , a n`1 P Q [1] .
In this case operation pi,n`1q f pa 1 , . . . , a i´1 , a n`1 , a i`1 , . . . , a n q " x i is defined in unique way and we have:
pi,n`1q f pa 1 , . . . , a i´1 , a n`1 , a i`1 , . . . , a n q, a i`1 , . . . , a n q " a n`1 , pi,n`1q f pa 1 , . . . , a i´1 , f pa 1 , . . . , a i´1 , x i , a i`1 , . . . , a n q, a i`1 , . . . , a n q " x i .
A translation of i-invertible n-ary groupoid pQ, f q (n ą 2) will be denoted as T pa 1 , . . . , a i´1 ,´, a i`1 , . . . , a n q, where a i P Q for all i P 1, n and T pa 1 , . . . , a i´1 ,´, a i`1 , . . . , a n qx " f pa 1 , . . . , a i´1 , x, a i`1 , . . . , a n q for all x P Q.
From the definition of i-invertible n-ary groupoid pQ, f q it follows that any translation of the groupoid pQ, f q is a permutation of the set Q. In the next lemma we suppose that i " n. It is clear that next lemma is true for any other value of variable i.
Lemma 2. If f T pa 1 , . . . , a n´1 ,´q is a translation of an i-invertible n-groupoid pQ, f q, then f T´1pa 1 , . . . , a n´1 ,´q " pn,n`1q f T pa 1 , . . . , a n´1 ,´q.
Proof. In the proof we omit the symbol f in the notation of translations of the groupoid pQ, f q. We have
(2) Algorithm 3. Let Q be a non-empty finite alphabet and k be a natural number, u i , v i P Q, i P t1, ..., ku. Define an n-ary groupoid pQ, f q which is invertible on n-th place. It is clear that groupoid pQ, pn, n`1q f q is defined in a unique way.
Take the fixed elements l pn 2´n q{2 1 (l i P Q), which are called leaders. Let u 1 u 2 ...u k be a k-tuple of letters from Q, a, b, c, d , . . . are natural numbers.
Therefore we obtain the following ciphertext v 1 v 2 . . . v k .
Taking in consideration Lemma 2 we can say that the deciphering algorithm can be constructed similar to the deciphering Algorithm given in [4, 5] .
Example 4. We construct ternary groupoid pR 3 , f q, R 3 " t0, 1, 2u, which is defined over the ring pR 3 ,`,¨q of residues modulo 3 and which is invertible on the third place. We define ternary operation f on the set R 3 in the following way: f px 1 , x 2 , x 3 q " αx 1`β x 2`x3 " x 4 , where α0 " 2, α1 " 2, α2 " 0, β0 " 1, β1 " 1, β2 " 1.
Below T 2,0 1 " 2 means that f p2, 0, 1q " 2 and so on. We have:
In this case
We propose the following elements l 1 " 2, l 2 " 0, l 3 " 2 as leader elements. In Algorithm 3 we put a " 1, b " 2, c " 1, d " 2 and so on.
In this case open text 2 0 1 1 2 1 is transformed in the following crypto-text:
u 2 " f p2, 0, f p2, 0, 0qq " f p2, 0, 1q " 2 " v 2 , T u 6 " f p0, 2, f p0, 2, 1qq " f p0, 2, 1q " 1 " v 6 .
We obtain the following crypto-text 0 2 1 0 2 1.
